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1. Kas ir divfaktoru autentifikacija?

Autentifikacija ir process, kura tiek veikta lietotaja identitates parbaude sistema.

Parastajai autentifikacijai tiek izmantots tikai lietotajvards un parole.

Savukart divfaktoru autentifikacijai papildus lietotajvardam un parolei tiek pieprasits papildu
apstiprinajums, ka tieSam esat $1 konta 1pasnieks. Ta ir papildu aizsardziba, ja jdsu paroli ir
ieguvusi cita persona.

Visdrizak divfaktoru autentifikacija jums nav sveSs process, jo to jau izmantojat, piesakoties,
pieméram, internetbanka vai citos pakalpojumos, izmantojot SmartlD, kodu kalkulatoru, kodu Tszina
uz mobilo talruni u.c.

Turpmak visiem lietotajiem, izmantojot Vidzemes Augstskolas piedavatos MS Office
pakalpojumus, pieméram, Office 365, Teams vai e-pastu, bis nepiecieSams izmantot
divfaktoru autentifikaciju.


http://aka.ms/mfasetup
http://aka.ms/sspr

2. Divfaktoru autentifikacijas uzstadisana

I VIA $obrid piedava 2 autentifikacijas metodes — SMS (OBLIGATA) un Mobila lietotne (izvéles)

Péc divfaktoru autentifikacijas aktivizéSanas ViA piedavatajos MS Office pakalpojumos, jums, pirmo
reizi autentificéjoties kada no tiem, tiks pieprasits uzstadit divfaktoru autentifikaciju, ko izmantosiet
turpmak, pierakstoties ViA piedavatajos MS Office pakalpojumos. Lai divfaktoru autentifikacijas
izveides process buatu vienkarSaks, iesakam pirmo reizi pierakstities vietné https://office.com.

Datora parlikprogramma atveriet vietni https://office.com. Atrodiet pogu “Pierakstities (Sign in)”
un noklikskiniet uz tas.

o

Office is now
Microsoft 365

The all-new Microsoft 365 lets you create, share and

collaborate all in one place with your favourite apps =

Sign up for the free version of Microsoft 365 > /

NoklikSkiniet uz pogas “Pierakstities (Sign in)” un ievadiet savu ViA MS Office lietotajvardu un
paroli.

B8 Microsoft
Sign in

vards.uzvards@va.lv{

Mo account? Create one!

Can't access your account?

-]

Q Sign-in optians


https://office.com/
https://office.com/
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< vards.uzvards@va.lv

Enter password

Fargotten my password

(=)

IT atbalsts- datori@va.lv

Paradisies pazinojuma logs “NepiecieSama papildinformacija (More information required)”.
Noklik8kiniet uz pogas “Talak (Next)”.

! VIDZEMES
AUGSTSKOLA
vards.uzvards@va.lv

More information required

Your arganisation needs more information to keep
your account secure

Use a different account

Learn more

-

IT atbalsts- datori@va.lv




2.1 Divfaktoru autentifikacijas uzstadisana - SMS

Lai izveidotu autentifikaciju ar SMS, noradiet valsti un ierakstiet sava mobila talruna numuru,
noklikskiniet uz pogas "Talak (Next)"

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by texting a code to your phone.

What phone number would you like to use?

Latvia (+271) vl | 22222222
@ Text me a code
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement

Sava mobilaja talruni sanemsiet 1szinu ar kodu. levadiet to un noklikskiniet uz pogas "Talak
(Next)"

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Phone

We iust sent 3 6 digit code to +371 2 2, Enter the code below.

376162

Resend code

Ja verifikacija ir noritéjusi veiksmigi, paradisies attiecigs pazinojums. KlikSkiniet uz pogas "Talak
(Next)"



Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Phone

° 5MS5 verified. Your phone was registered successfully.

Nakamaija loga varat parliecinaties par pievienotajam autentifikacijas metodem. Klikskiniet uz
pogas "Gatavs (Done)"

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

% Phane
+3712 2




2.2 Divfaktoru autentifikacijas uzstadisana - mobila lietotne
I ST medote NAV OBLIGATA. Ja nevélaties izmantot mobilo lietotni, izlaidiet $o sadalu!
I NepiecieSams viedtalrunis, ka art interneta savienojums katra pieslégsanas reizeé.
Lai izveidotu autentifikaciju ar mobilo lietotni, dodieties uz saiti aka.ms/mfasetup

Ja nepiecieSams, autentificgjieties ar savu lietotajvardu un paroli, ka art apstipriniet savu identitati
ar iepriekS€jos solos pievienoto talruna numuru - klikSkiniet uz Text

! VIDZEMES
AUGSTSKOLA

vards.uzvards@va.lv

Verify your identity

[ I_y__l Text + 300 KOO0KKB2 ]

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

IT atbalsts- datori@va.lv

Sava mobilaja talrunt sanemsiet iszinu ar kodu. levadiet to un noklikskiniet uz pogas "Verificet
(Verify)"


http://aka.ms/mfasetup

! VIDZEMES
AUGSTSKOLA
vards.uzvards@wva.lv

Enter code

[ We've texted your phone +XxXX XXXXXXE2.
Please enter the code to sign in.

287109

More information

IT atbalsts- datori@va.lv

Saja loga varésiet redzét jau pievienotas autentifikicijas metodes. Klikskiniet uz "Pievienot
pieslegsanas metodi (Add sign-in method)"

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +371 2 2

[ -+ Add sign-in method ]

Q& Phone 3Tz 2 Change Delete

Lost device? Sign out everywhere

No saraksta izvélieties "Authenticator app” un klikSkiniet uz pogas "Pievienot (Add)"

Add a method

Which method would you like to add?

N
[ Authenticator app




Nakamais solis ir lietotnes “Microsoft Authenticator” iestatiSana jasu viedtalruni. Ja lietotne
mobilaja talrunt iepriek$ nav instaléta, tad to tagad nepiecieSams izdarit. Microsoft atbalsta art
citas divfaktoru autentifikacijas lietotnes, pieméram, Google Authenticator. Ja jums ir kdda no
atbalstitajam lietotném, tad varat izmantot to.

I Lai uzstaditu un izmantotu “Microsoft Authenticator” mobilo lietotni, jums ir nepiecieSams
interneta savienojums jusu telefona (Wi-Fi, mobilie dati, u.c.).

Mobila lietotne “Microsoft Authenticator” atrodama Google Play veikala Android iericém un
Apple App store veikala iOS iericém. Lai uzstaditu lietotni Jasu viedtalrunt, lietotnu veikala
meklétaja ierakstiet vardus “Microsoft Authenticator” un izvélieties atrasto lietotni. Talak
nospiediet uz pogas “Instalét (Install)”.

Microsoft Authenticator
Protects your online identity
Microsoft Corporation

##7 in Productivity

Free

Kad lietotne “Microsoft Authenticator” ir uzstadita jasu viedtalrunt, datora redzamaja loga
noklikskiniet uz pogas “Turpinat (Next)”.

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".

e [ IEE

want to use a different authenticator app

Microsoft Authenticator P

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.




Atveriet viedtalrunt uzstadito “Microsoft Authenticator” lietotni un sekojiet datora redzamajam
darbibam.

Ja lietotni uzstadijat un atverat pirmoreiz, tiks piedavatas vairakas talakas pieslégSanas opcijas.
Izvélieties opciju “lzlaist (Skip)” ekrana augs€ja labaja stari, ja vélaties sekot Saja instrukcija
noradtitajiem soliem.

a) Ja Sis ir pirmais konts, ko pievienojat “Microsoft Authenticator” lietotnei, nospiediet uz pogas
“Pievienot kontu (Add account)” loga centra.

b) Ja lietotné jau ieprieks ir uzstadits kads cits konts, lai pievienotu jaunu kontu, nepiecieSams
lietotnes loga labaja augseéja starm nospiest uz ikonas “Pievienot kontu (Add account)”.

12:35 o T E3

= Authenticator O E
635 180 =

Izvélieties opciju “Darba vai skolas konts (Work or school account)”. |zvélieties “Skenét QR
kodu (Scan QR code)” un ar talruni noskengjiet datora ekrana redzamo QR kodu.

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account >
[ I

A ol Bl )

Other (Google, Facebook, etc.) >

Add work or school account

Sign in [ Scan QR code]




Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After yvou scan the QR code, choose "Mext™

Péc koda skenésanas talrunt japaradas pazinojumam, kuru nepiecieSams apstiprinat.
Pazinojumu atradisiet mobila talruna pazinojumu josla (notification bar). Ja tomér to neredzat,
atveriet lietotni "Microsoft Authenticator" un parbaudiet, vai lietotné ir redzams pazinojums.
Apstipriniet to ar pogu "Apstiprinat (Approve)"

Vidzemes Augstskola
vards.uzvards@va.lv

Notifications enabled

You can use this device to approve notifications to
verify your sign-ins

One-time password code

® 135 996
Q& F >

Approve sign-in?
Q ( Vidzemes Augstskola 5
vards.uzvards@va.lv

R= | >
Deny Approve
@ Review recent actuey >

10



Ja uzstadisana noritéjusi veiksmigi, datora klik8kiniet uz pogas "Turpinat (Next)"

Microsoft Authenticator X

Maotification approved

v

o (NN

Security info loga redzésiet tikko pievienoto Microsoft Authenticator autentifikacijas metodi.
UzstadiSana ir paveikta, So lapu varat aizvert.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +371 2/ 2 Change

+ Add sign-in method

Q. Phone Tz 2 Change Dekte

&  Microsoft Authenticator iPhone 12 Pro Delete

11



3. Divfaktoru autentifikacijas izmantosana

Turpmak autorizéjoties Jusu MS Office konta, jums tiks lUgts apstiprinat jasu identitati, izmantojot
jusu izveléto divfaktoru autentifikacijas veidu.

AN\ VIDZEMES
[N\ AUGSTSKOLA
Sign in

vards.uzvards@va.lv

Can't access your account?

IT atbalsts- datori@va.lv

Qb Sign-in options

A\ VIDZEMES
[ />N AUGSTSKOLA
« vards.uzvards@va.lv

Enter password

Fargotten my password

IT atbalsts- datori@va.lv

12



Nakamaija solT Jums tiks ltgts apstiprinat identitati, izmantojot Jlsu izvéléto divfaktoru
autentifikacijas metodi.

e Laiizmantotu divfaktoru autentifikaciju ar SMS, sekojiet soliem nodala 3.1
e Laiizmantotu divfaktoru autentifikaciju ar mobilo lietotni, sekojiet soliem nodala 3.2

. VIDZEMES
AUGSTSKOLA
vards.uzvards @va.lv

Verify your identity

Approve a request on my Microsoft
Authenticator app

@ Use a verification code

I:l Text +XXX XXXXXX62

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

IT atbalsts- datori@va.lv

13



3.1 Divfaktoru autentifikacijas izmantosana - SMS

lzvéloties " Text", uz jusu noradito telefona numuru tiks nosutita iszina ar kodu

Microsoft

Use verification code 376162 for
Microsoft authentication.

Use verification code 287109 for
Microsoft authentication.

levadiet sanemto kodu un klikSkiniet uz pogas "Verificét (Verify)"

! VIDZEMES
AUGSTSKOLA
vards.uzvards @*.-'a v

Enter code

[ We've texted your phone X3 X00000(62.
Please enter the code to sign in.

Having trouble? Sign in another way

More information

IT atbalsts- datori@va.lv

lesp&jams, ka jums tiks piedavats parlikprogramma saglabat pieraksti$anas informaciju. So
opciju noteikti nedrikst izmantot publiski pieejamos datoros, taCu, ja konkréto ierici izmantojat
tikai JUs, varat izvéléties opciju “Ja (Yes)”, lai retak batu japierakstas O365 sistema.

14



! VIDZEMES
AUGSTSKOLA

vards.uzvards@va.lv

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again

No

IT atbalsts- datori@va.lv

Péc identitates apstiprinasanas autorizacija ir pabeigta.

15



3.2 Divfaktoru autentifikacijas izmantosana - mobila lietotne

lzvélieties “Approve a request on my Microsoft Authenticator app”.
Jas sava viedtalruni sanemsiet pazinojumu par pieslégSanas méginajumu Jiasu MS Office
kontam.

6 TIME SENSITIVE
Approve sign-in?

Ja tomér neredzat So pazinojumu, atveriet “Microsoft Authenticator” lietotni.
Apstipriniet pieprasijumu, izv€loties "Apstiprinat (Approve)"

P R e

Approve sign-in?
Vidzemes Augstskola
vards.uzvards@va.lv

Deny Approve

* Ja nav iespg&jams izmantot mobilo lietotni (piem., nav pieejams interneta savienojums), varat
noklikskinat uz sadalas "Pas$laik nevaru izmantot savu lietojumprogrammu Microsoft
Authenticator (I can't use my Microsoft Authenticator app right now)". Jums tiks piedavata
iespéja apstiprinat savu identitati ar citu pieejamo autentifikacijas metodi (piem., SMS)

! VIDZEMES
AUGSTSKOLA

vards.uzvards@va.lv

Approve sign-in request

@ Open your Microsoft Authenticator app and
approve the reguest to sign in

/ can't use my Microsoft Authenticator app right now

More information

IT atbalsts- datori@va.lv

16



4. Divfaktoru autentifikacijas iestatijumu parvaldiba

Ja vélaties mainit divfaktoru autentifikacijas iestatijumus (pievienot vai dzést autentifikacijas veidu,
nomaintt talruna numuru, vai mainit citus iestatijumus), to varat izdarit Saja saité -
aka.ms/mfasetup

Seit ari var noradit nokluséto divfaktoru autentifikicijas metodi -

Change default method

‘Which method would you like to use to sign in?

| App based authentication - notification

Phone - text +3712 2

| App based authentication - netification

App based authentication or hardware token - code

17


http://aka.ms/mfasetup

5. Aizmirstas paroles atjaunosSana pasu spéekiem

Ar iespéjotu divfaktoru autentifikaciju lietotajiem ir iesp€ja pasSiem atjaunot savu aizmirsto
paroli.

Atra saite — aka.ms/sspr

Ja nevarat atceréties paroli, klikSkiniet uz “Aizmirsu savu paroli (Forgotten my password)”

4 VIDZEMES
AUGSTSKOLA
 vards.uzvards@va.lv

Enter password

Forgotten my password

IT atbalsts- datori@va.lv

Saja forma ievadiet savu lietotajvardu un ekrana redzamo drosibas kodu. Klik3kiniet uz pogas
"Turpinat (Next)"

18


http://aka.ms/sspr

!\ VIDZEMES
AUGSTSKOLA
Get back into your account
Who are you?

To recover your account, begin by entering your email address or username and the characters in the picture or audic below.

Email or Username: *

[ | vards.uzvards @va.lv ]

Example: user@contoso.onmicrosoft.com or user@contoso.com

’;‘-D L.

]

= ] |

Enter the characters in the picture or the words in the audio. *

Nakamaja soli izvélieties "Send a text to my mobile phone number", ievadiet savu talruna
numuru un klikSkiniet uz pogas “Turpinat (Next)”

verification step 1 = choose a new password

Please choose the contact method we should use for verification:

® Send a text to my mobile phone .
b In order to protect your account, we need you to enter your complete mobile
number

phone number (*=*****=*§2) below. You will then receive a text message with a

— ) verification code which can be used to reset your password.
(U Call my mabile phone number

[ +37122222222 |

Text

Sava mobilaja talruni sanemsiet iszinu ar kodu. levadiet to un noklikskiniet uz pogas "Talak
(Next)"

19



verification step 1 > choose a new password

Please choose the contact method we should use for verification:

®) Send a text to my mobile phone , . e
We've sent a text message to your phone number containing a verification code
number

O call my mobile phone number
[ 045260 |

Next Try again Contact your administrator

Abos lodzinos ievadiet jauno paroli un klikskiniet uz pogas "Pabeigt (Finish)"

verification step 1+ > choose a new password

* Enter new password:

* Confirm new password:

Finish Cance

Parole nomainita! Turpméak pieslédzoties izmantojiet jauno paroli!

20
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